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Introduction 
This document describes integration with Azure Active Directory as the identity provider. 

For information on configuring Azure Active Directory for SAML SSO, refer to the following article. 

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-

setup-sso  

Configuring an Enterprise Application for SAML SSO 
Login to Azure as an administrator. 

https://portal.azure.com 

Navigate to enterprise applications for Azure Active Directory. 

 

 

Add a non-gallery application. The application name is for display purposes only. 

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-setup-sso
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-setup-sso
https://portal.azure.com/
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Assign users access to the application. 

 

 

Select SAML as the single sign-on method. 
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Configure single sign-on. 

The identifier is the SAML entity ID. This name must match with the local service provider name. For 

example, if the LocalServiceProviderConfigurationΩǎ Name is https://ExampleServiceProvider, then 

the identifier must be set to the same value. 

The reply URL is the assertion consumer service URL (e.g. 

https://localhost:44360/SAML/AssertionConsumerService). 

The logout URL is the logout service URL (e.g. https://localhost:44360/SAML/SingleLogoutService). 

¢ƘŜ ƻǇǘƛƻƴŀƭ ǎƛƎƴ ƻƴ ¦w[ ŀƴŘ ǊŜƭŀȅ ǎǘŀǘŜ ŀǊŜƴΩǘ ǳǎŜŘΦ 
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Alternatively, rather than entering these values manually, the service provider SAML metadata file 

may be uploaded. 
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User attributes and claims may be edited. These map user properties in Azure Active Directory to the 

SAML subject name identifier (Name ID) and SAML attributes sent in the SAML assertion as required 

by the service provider. 

 

 

The SAML signing certificate is used by Azure AD to sign SAML messages. If required, this certificate 

and the signature options may be changed. 
















