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Introduction

This document describestegration withAzure Active Dectory as the identity provider

For information on configuringzure Active Directorfor SAML SS@fer to the following article

https://docs.microsoft.com/enrus/azure/activedirectory/manageapps/addapplicationportal-

setup-sso

Configuringan Enterprise Applicatiofor SAML SSO

Loginto Azure as an administrator.

https://portal.azure.com

Navigate to enterprise applications for Azure Active Directory.

A, Enterprise applications - Microsc X =

<« C

@ portalazure.com/#blade/Microsoft AAD_IAM/StartboardApplicationsMenuBlade/All Apps/menuld/

ey

Home > componentspace > Enterprise applications

Enterprise applications | All applications

“ t Newapplication | == Columns = [& Preview features < Got feedback?

() T e e e e A i B e =

X Diagnase and solve problems Application type Applications status Application visibility

Enterprise Applications | Any v || Any
Manage

50 shown, to search a

B Al applications our applications, enter a display name or the application ID.

B Application proxy Homepage URL

B User settings Azure DevOps http://azure.com/devops

Microsoft Teams

Security

https://privacy.microsoft.com/
® Conditional Access i

https://dev.nugettest org/

@ Consent and permissions

Nuge!

hitps://int nugettest.org/
Activity

Office 365 Exchange Online http://office microsoft.com/outiook/
D sign-ins

Office 365 Management APIs
fill Usage & insights

Office 365 SharePoint Online httpy//office microsoft.com/sharepoint/
E Audit logs
https://products.office.com/yammer/
& Provisioning logs (Preview)

Access reviews
Power Bl Se
@ Admin consent requests

DEERDTOREmON :
L] a

Skype for Business Online

Troubleshoating + Support
B Virtual assistant (Preview)

& New support request

~

oy | et ]

Object ID
93d8479-1aga-dche-82f1-d8e942e8c77a
fafS00af-a458-4046-98be-4138b5 1dacs8

3d-2773-4aef-82cd-68355d527549

bafibbe5-75f2-4abc-a05d-eefcd59518dd
5c2d4a22-32d9-4b37-9ac3-6babBecBles2
360fffca-63bi-47f1-£008-2799149{8d64
5d2960a2-0224-42f7-9249-bdea39df5381
f7717cb0-2445-4f2e-aadB-34132602c041
de20ce20-e7fb-4e16-befb-87c16baT Th5c

d5d9905b-fa2c-4abd-8991-1f27b 10efef2

ddBdf4f3-dc7d-4d16-95f8-5bf57b07194a

7ef5873-b78b-44b2-9121-3c1d3679e793

Application ID

499b84ac-1321-427-aa17-267¢ab975798
cc15fd57-2cbc-4117-a88c-83b1d56b4bbe
d5782a76-adae-43da-adBa-62ed%adddéal
23cch1fe-975b-4467-94fd-185¢de157d07
32663e0b-99f4-4a30-9358-4d905facibe 1

0000 100-0ff 1 -ced

K

000000000000

©5393580-fB05-4401-95e8-94hTabef2fc2

00000003-0000-0ff1 -ce00-000000000000

00000005-0000-0f1-ce00-000000000000

925eb0dD-da50-4604-a19f-bd8ded147958

00000009-0000-0000-c000-000000000000

00000004-0000-0ff1-ce00-000000000000

Add a norgallery applicationThe application name is for display purposes only.



https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-setup-sso
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-setup-sso
https://portal.azure.com/
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€« C @ portalazure.com/#blade/Microsoft AAD_IAM/StartboardApplicationsMenuBlade/All Apps/menuld/

Home > componentsp

ce > Enterprise applications

Create your own application X
Browse Azure AD Gallery

What's the name of your app?
| Create your own application (D) Request new gallery app Q@ Got feedback?

ExampleServiceProvider

(O et

gallery experience. Click here to switch back to the legacy

gallery experience, —
: What are you looking to do with your application?

) Configure Application Proxy for secure remote access o an on-premises app

single Sign-on : All User Account Management : All Categories : All () Register an application to integrate with Azure AD (App you're developing)

®) Integrate any ather application you don't find in the gallery (Man-gallery)
Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracl¢

aws

Google Cloud

On-premises applications

Add an on-premises application Learn about Application Proxy

3) Federated 550 @ Provisioning

Assign useraccess tahe application.

A ExampleSenviceProvider - Micro: X = - = >

€« C @ portalazure.com/#blade/Microsoft AAD_IAM/ManagedAppMenuBlade/Users/appid/24d28849-fac-42f0-a8a3-5d35131ba550/ob

5f-2c96dBcac. W © Q@ @

Home > componentspace > Enterprise app ons > ExampleServi r

@ ExampleServiceProvider | Users and groups X

terprise Application

Add user/gioup ¢ == Columns @ Got feedback?

Gvenview

Tt o o et R Y 1 et o e s a1 o 1 pncem e 13 AT

[ Deployment Plan

shown, to search all user

Manage First & groups, enter a display name

Il Properties Display Name Object Type Role assigned
2 Owners O o joe User User User

&, Roles and administrators (Preview)

&8 Users and groups

D single sign-on

2 Provisioning

B Application proxy

€ Self-service

Security

® Conditional Access
2 Permissions

@ Token encryption
Activity

D sign-ins

Usage & insights

B Auditlogs

M Provisioning logs (Preview)

I= Access reviews

Select SAML as the single sgnmethod.
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A ExampleSenviceProvider - Micro: X = - o] x
< C @ portalazure.com/#blade/Microsoft AAD_IAM/ManagedAppMenuBlade/SignOn/appld/24d28849-11ac-4210-aBa3-5d3513 1k
P Search resources, services, and docs (G+/)
Home > componentspace > Enterprise applications > ExampleServiceProvider
3 ExampleServiceProvider | Single sign-on X

Select a single sign-on method  Help me decide

[@ Deployment Plan

Manage ® Disabled {3 SAML EI Password-based
9 1 is not enabled. The user Rich and secure authentication to Password storage and replay using a

able to launch the app from applications using the SAML (Security web browser extension or mabile app.
Assertion Markup Language) protocol

Ml Properties

& Own

&b Roles and administrators (Preview)

& Users and groups

D single sign-on

- Cé) Linked

Link to an application in My Apps
ication proxy andfor Office 365 application launcher

C Self-service

Security

Activity
D sign-ins

fid Usage & insights

Configure single sigon.

The identifier is the SAML entity IThis name must match with the local service provider name. For
example, if the LocalServiceProviderConfigurdd@ame is https://ExampleServiceProvider, then
the identifier must be set to the same value.

The reply URL is the assertion consumer servide(€lg
https://localhost:44360/SAML/AssertionConsumerSeryice

The logout URL is the logout service (d&rg.https://localhost:44360/SAML/SingleLogoutSeryice
¢CKS 2LJXA2yLE aAday 2y 'w[ FyR NBflFe& adlrasS IINByQi
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A\ Basic SAML Canfiguration - Mic X 4

€ cC a

portal.azure.com/#blade/Microsoft AAD_IAM/ManagedAppMenuBlad

/SignOn/appld/24d28849-1fac-42f0-aBa3-5d35131ba550/objectid/c697

043-5d84-4f9c-b25f-2c96dBc

Home > componentspace

Enterprise Application

Qverview

[ Deployment Plan

Manage
Wl Properties )
& Owners

&, Roles and administrators (Preview)

& Users and groups
D single sign-on

@ Provisioning

B Application proxy

G Self-service
Security

® Conditional Access
2 Permissions

@ Token encryption
Activity

D sign-ins

Usage & insights
& Audit logs
M Provisioning logs (Preview)

= Access reviews

Enterprise applications

T Upload metadata file

Set up Single Sic

Basic SAML Configuration

Identifier (Entity D)

Reply URL [Assertion Consumer Service URL)

Sign on URL
Relay State
Logaut Url

User Attributes & Claims

givenname
surmame
emailaddress.
name

Unique User Ider

SAML Signing Certificate

Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url
Certificate (Base64)
Certificate (Raw)

Federation Metadata XML

ExampleServiceProvider

ExampleServiceProvider | SAML-based Sign-on

jith SAML

Basic SAML Configuration

B save

' Change single sign-on mode

Identifier (Entity ID) *

The default identt

IDP-initiated S50

er will be the oudience of the SAML response

Read the configuration quide o for help integrating ExampleSt

https://ExampleServiceProvider

Requl
Requ
Reply URL (Assertion Consumer Service URL) * @

The default reply URL will be the destination in the SAML response for [DP-initiated SSO

https:/flocalhost- 44360/SAML/AssertionConsumerService

userg
users
usern
usery  Sign on URL
usery

Enter a sign on URL

Relay State ©

Enter a relay state

Logout Url @

https://localhost44360/SAML/SingleLagoutService

Default

Default

Alternatively, rather than enteringhese values manually, the service provider SAML metadata file

may be uploaded.

A EBampleSeniceProvider - Micro: X o

<« C

Home > compenentspace

Enterp: plication

Qverview

@ Deployment Plan

Manage

Ul Properties

& Owners

&2 Users and groups
D single sign-on

@ Provisioning

B Application proxy
G Self-service
Security

® Conditional Access
2 Permissions

@ Token encryption
Activity

D Ssign-ins

i Usage & insights
E Auditlogs

M Provisioning logs (Preview)

#@ portal.azure.com/#blade/Microsoft

D_IAM/ManagedAppMenuBlade/SignOn/appld/24d28849-Tac-42f0-aBa3-5d35131ba550/object]d/c697:

b25f-2¢96dBc

Enterprise applications > ExampleServiceProvider

T Upload metadata file

Upload metadata file.

ExampleServiceProvider | SAML-based Sign-on

“D Change single sign-on mode

 ® 0@

Values for the fields below are provided by ExampleServiceProvider. You may either enter those values manually, or upload a pre-configured SAML metadata file if provided by

ExampleServiceProvider.

Select a file

Cancel

P

& Roles and administrators (Preview)

Sign on URL
Relay State
Logout Url

User Attributes & Claims

givenname
surmame
emailaddress.
name

Unique User Ider

SAML Signing Certificate

Status
Thumbprint

Natification Email

App Federation Metadata Url
(Basesd)
Certificate (Raw)

Federation Metadata XML

& Edit

user. givenname

user.mai
user userprincipalname
user userprincipalname
& Edit
Active
SCEA37643ACEODT10AD63296857B251D1FCASCAS
12/21/2025, 6:50:17 AM
gavin@componentspace. onmicrosaft com
https//login.microsoftonline com/f2f333ec-d7cd-.. [

nload
Download
Download
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User attributesand claims may be edite@hese map user properties in Azure Active Directory to the
SAML subject name identifi@lame IDand SAML attributesent in the SML assertioras required
by the service provider.

The SAML signing certificate is used by Azure AD to sign SAML mds$sagesed this certificate
and the signature options may be changed.
























